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3. Signs and Abbreviations

AC/DC
APN
CsD
EMC
GPRS
GSM
ISP

IP
IMEI
LED
N/A
PC
PIN
Rx
SIM
SMA
TCP/IP
Tx
VPN
URL
USB

Alternating Current / Direct Current
Access Point Name

Circuit Switched Data

Electromagnetic Compatibility

General Packet Radio Service

Global System for Mobile communications
Internet Service Provider

Internet Protocol address

International Mobile Equipment Identity
Light Emitting Diode

Not Available / Not Applicable

Personal Computer

Personal Identification Number
Receiver connector

Subscriber Identity Module
SubMiniature version A connector
Transmission Control Protocol/Internet Protocol
Transmitter connector

Virtual Private Network

Uniform Resource Locator

Universal Serial Bus



4. Safety Instructions

Please ensure you read and understand the installation instructions entirely before
attempting to install and configure SCG.

Always disconnect the mains supply while installing or servicing the communication
interfaces, antenna or changing SIM card.

Only the authorized service persons with adequate qualifications can perform
installation, uninstallation and parameterization of the GSM/GPRS controller SCG.
National wiring rules should be followed while installing and using the controller.

All equipment interconnected with this product should comply with the requirements
of EN 60950-1:2006 (Personal computer, etc.) or other adequate safety standard
applicable to the equipment (electricity meters).

GSM/GPRS controller should be mounted in restricted access locations. Only
authorised personnel should be able to access this location.

> D> P

Some parts may remain energized even if the power is disconnected! Do not try to
disassemble internal components. There are no serviceable parts inside.




5. Application and Functionality

5.1. General Information
SCG (further referred to as a gateway) is used in AMR systems for automated remote data reading of
electricity, heat meters and other electronic devices and data transmission to remote offices. Device does not
store, manipulate or alter meter information.

GSM radio network with CSD/GPRS technology and TRANSPARENT DATA, TCP/IP protocols is used for
data transmission to the management system.
Depending on modification the gareway can have analogue and digital inputs for auxiliary devices.

5.2. Supported Communication Protocols
Controller supports two-direction data exchange with communication protocols IEC 62056-31,
DLMS/COSEM (all security layers as well) or IEC 62056-21.

5.3. Configuration
RS232 and RS485 electric communication interfaces are used for meter data read-out.
An Optical Read-out Head can be connected to RS485/RS232 in order to read out meter data via the optical
interface (infrared).
Device parameterization can be performed locally via USB and RS485 interfaces or remotely via SMS or
GSM/GPRS.
Controller supports both TCP/IP server and client connection modes.

Controller6 s structure and i dicatedbklac e | ocati ons

Cover fixing bolts

Transparent
protective cover

Cable gland cap

Figure 1-1. SCG principal external components



Serial interface

Y SCG mounting holes
activity indicators

Power and USB

L GSM mode and signal
indicators

strength indicators

SIM card slot -
- e

wwwélsetd’cg SMA female antenna
socket

Connectors to
devices and/or
Optical Read-out
head/other input
connection with
indi cated ¢
Tx and Rx connectors

AC Power supply
connector

USB female socket
for PC connection

Figure 1-2. SCG principal internal components



6. Principal Components of the controller SCG

The main controller components are listed below:

a) GSM/GPRS modem is used for modem programming, firmware update, data reading and
parameterization

GSM/GPRS Modem

GSM/GPRS bands 850/900/1800/1900 Mhz

Class of power transmission Multi-slot class 10, CS1-CS4, Class B
Data Speed up to 85.6 kb/s

Antenna Connector type SMA (50 Ohm)

Table 2-1. Main characteristics of a modem

b) Galvanically non-separated communication interfaces:
USB device: for local modem programming, firmware update, data reading and parameterization;
¢) Galvanically separated communication interfaces:
RS232 (TX, RX, GND): serial data comunication iterface. Supports only one device;
RS485 (half duplex): serial data comunication iterface. Supports up to 32 external devices;
d) ¢ u/ Du-2640 @bwer supply connector;
e) Antenna type SMA socket.
Outer antenna with a magnetic/adhesive base included(3 meters). Antenna can have an optional
signal strengthening 0 to 11 dBi.




7. Technical Characteristics

Power supply input voltage range (50/60Hz) 90 ... 264 V
Power consumption:

a. maximum in transmission mode: <10 VA

b. average in duty mode: <5VA
Device to SCG serial data comunication iterface baud rate*, Baud 300... 115200
PC to controller net baud rate via USB device interface, 8N1
bits, Baud 115200
Number of devices connected to RS485 interface l1é 32
Number of devices connected via optical Read-out Head 1
Number of devices connected to RS232 interface 1
Analogue input interface*, 12 bit, 0-48V 1
Digital input interface, 100Hz* 1
Number of simultaneous communication sessions GSM/CSD/GPRS 6
Internal thermometer measurement range*, -40 ... +100**
Work temperature range, -20 ... +60
Storage temperature range, "¢ -40 ... +70
Relative humidity, % without condensate 20...90
Plastic Materials, safety of flammability ABS
Internal Protection Marking IP-64

Immunity to surge pulses from AC 230V

6 kV (1,2/50

Dimensions, mm

150x80x50

ROHS Compliant
Standards of electromagnetic interference and isolation Compliant
IEC/TS 61000-6-5 certification* Compliant

* Depends on device modification

Table 3-1. SCG controller technical characteristics
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PWR METER GSM

AC RX/TX GPRS
usB *CL OPEN Csb
CONNECT

LED | LED meaning, when active
PWR: Interface activity
AC AC power is on
USB USB host is connected

METER: Meter Interface activity

RX/TX

Data transfer; active interface

CL OPEN

CL circuit is open

GSM: Operation and received signal strength indication

GPRS Registered to GSM/GPRS network (call waiting)
CsD Registered to CSD network
CONNECT GPRS/CSD data session active; (connection established)

GSM: Signal level range indication*

LED i top Indicates signal strength -113 to -82 dBm or less
LED T middle Indicates signal strength -81 to -70 dBm
LED T bottom Indicates signal strength -69 to -51 dBm or more

*Default values indicated. Signal indication level can be changed in the Menu

** Optionaly

Table 3-2. SCG controller indicators and description

11



8.

Installation

Important: Before proceeding, please ensure the device will remain clean and dry
during the installation and no liquid or other substance will remain inside as that could
severely affect device performance and warranty.

Important: Allowed bolt head diameter can be from 6 to 7,5 mm and the body diameter
from 3,4 to 4 mm. A set of mounting bolts are supplied with the controller

Important: PIN code of a SIM card must be disabled prior the installation

12



a)

c)

d)
e)

f)
a)
h)

i)
)

8.1. Installation Steps:

Unscrew 4 bolts at each corner holding the transparent cover and take the cover off

Controller can be mounted on a wall using four mounting holes (indicated below) at the corners of the
device. Position the device vertically so that the face of the device is clearly visible for led indication and
connection interfaces are easily accessible

Place the controller in the desired location and screw in the mounting bolts through the mounting holes.

- 00
- e

www€lserd cont

Insert the SIM card firmly into the dedicated slot

Gently place the SI'M card in a slot marked ASI Mo
Check if the SIM card is secured inside. Connect the controller to the voltage network.

Unscrew the cable gland cap and pass the external antenna cable, meter cable and/or optical read-out
head cable and other required cables through the cap first

Connect required meter or optical read-out head device to the required connectors as per paragraph 4.1
and manufacturerés instructions

Make sure that after controller is connected to the power source and is fully operational

Re-apply the cover and secure it with the 4 screws to ensure the device remains water tight

Re-apply cable gland cap and secure it firmly

13



8.2. Connecting power cable to the SCG

cisets g

Figure 4.1-1. Power cable sockets

8.3. Sockets and Interfaces

:

IMEI: 353816057770457

¥ B
B A RS485

| RX RS232 ; .
UsB Made in Lithuania 2015

GND

Figure 4.2-1. Controller sockets

On the right of the controller there is the
power source connector. The controller
must be connected to the 230 VAC power
supply as shown in the figure. Connect one
wire to the SCG N (null) socket and the
other wire to the L (phase) socket.

Null

Phase

Controller sockets are shown in a table below:

INTERFACE CONNECTORS DESIGNATION
Analog or digital Al - : .
. ; . GND Digital and analog input for value reading
input interface DI
RS485 i Used for connecting up to 32 meters
+5V : . .
Optical Read-out | BITX Used _for connecting an _Optlcal Read-out head. Optical Read-Out
Head AJRX head is connected by using the same RS485 or RS232
GND connectors that are used for connecting a meter
X
RS232 RX Used for a single meter connection
GND
USB USB female socket | Used for controller configuration via PC
Antennal SMA female Used for connecting an internal/external GSM/GPRS antenna
Connection socket

* Depends on device modification
Table 4.2-1. SCG controller indicators and description
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8.4. Connecting Devices Over RS485 and Optical Read-out Head
Connecting a Device Over RS485

In order to connecta device,p| eas e ¢ o0 nne ¢Adcormnectotwiotlhl ear dndadid ber GBSO
connector with its i Bsbcket of RS485 interface (see Figure 4.3.1-1). If there is more than one meter to be
connected the parallel method must be used as indicated below:

Meters 1 .. 32, parallel connection method

A
- I

' Nr n
Nr 2

Device Nrl

RS48
RS48
RS48
A B

A B

Figure 4.3.1-1 Device connection to RS485 interface

8.5. Connecting an Optical Read-out Head Over RS485

Optical Read-out Head allows connecting a device like with a controller by using infrared technology. Use
products compatible with the IEC 62056-21 standard.

The Optical Read-out Head has four connection wires in total where its two wires should be connected to the
same RS485 interface and remaining two wirestot h e ¢ o n+5¥ (@ Mdlt® and GND (ground)
connectors (see Figure 4.3.2-1) found nearby according to the optical read-out head specifications and
manufacturero6s manual s.

Figure 4.3.2-1 Controller sockets

SCG Optical Head | Optical Head
socket wire color* wire value
B White B
IMEI: A Green A
e GND BLACK -
A RS485 5V RED +
RX
GND

*Colours may differ

15



8.6. Connecting Over RS232 and Optical Read-out Head

8.7. Connecting a Device Over RS232

A device can be connected using RS232 interface. RS232 supports only one device connection using Tx,
Rx and GND connectors. Co nt r o k dné Rx&annedtors are indicated on the board.

8.8. Connecting an Optical Read-out Head Over RS232

Optical Read-out Head allows connecting a device like meter with a controller by using infrared technology.

Use products compatible with the IEC 62056-21 standard.

Other manufacturers might have a different setup.

SCG Optical Head | Optical Head
socket wire color wire value
B
A
GND
5V Red +
TX White RX
RX Green X
By GND Black -

RX RS232
_GND_|USB

Figure 4.4.2-1 Controller sockets
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8.9. Connecting a PC over USB Port For Parameterization

Important: Control |l er6s USB connection can be
taken off.
Important: When using an USB cable, ensure the cable is unplugged each time
before the restart of the device and plugged back again if required
9. Annex USB installation guide
To use the USB cable an installation of the USB
Virtual COM Port Drivero. Downl oad the driver from 1

http://www.st.com/web/en/catalog/tools/PF257938 . Run the installation setup for 32 bits or 64 bits Windows
platform and follow steps as shown below:

Install driver (Figure 4.5-1,2,3,4)

L v stsw-stm32102 W
~ Mame B Date modified Type Size
|| readme 2014-10-19 1817 Text Docurnent 2 KB
i VCP_V1.4.0 Setup €—— 2014-10-1916:18 Application 2 865 KB
res || versicn 2014-10-19 14:13 Text Document 3KB

Figure 4.5-1

Welcome to the InstallShield Wizard for
Virtual Com port driver V1.4.0

The InstallShield(R) Wizard will install Virtual Com port driver
V1,40 on your computer, To continue, dick Mext.

WARMNING: This program is protected by copyright law and
international treaties.

Figure 4.5-2

17


http://www.st.com/web/en/catalog/tools/PF257938

Ready to Install the Program

The wizard is ready to begin installation.

If you want to review ar change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:
Typical
Destination Folder:
C:\Program Files (x86)\STMicroelectronics\Software),

User Information:
MName: Wytenioo
Company:

InstallShield

)

Figure 4.5-3

| InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Virtual Com
port driver V1.4.0. Click Finish to exit the wizard.

N
s [Crm Y o
N A

Figure 4.5-4

Go to STMicroelectronics directory, choose operating system (Figure 4.5-5)

| | CA\Program Files (xBE)\STMicroelectronics\Software\Virtual comport driver\Wing —

-~

" Mame Date modified Type Size

& dpinst_amd64 2010-07-23 21:28 Application 1026 KB
ds E dpinst_x26 2010-07-23 21:28 Application 901 KB
aces = - 2014-10-08 00:28 Security Catalog 3 KB

ﬂ stmcde 2013-08-28 11:26 Setup Information 2 KB

Figure 4.5-5



Install application (Figure 4.5-6,7)

Device Driver Installation Wizard

Welcome to the Device Driver
‘Q\ Installation Wizard!

3

This wizard helps you install the software drivers that some
computers devices need in arder to warl.

To continue, click Mext.

ack Cancel

Figure 4.5-6

Device Driver Installation Wizard

Completing the Device Driver
Q\ Installation Wizard

~

The drivers were successfully installed an this computer.

You can now connect your device to this computer. F your device
came with instructions, please read them first.

Driver Name Status

s STMicroelectronics (usb... Readyto use

Cancel

Figure 4.5-7
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(Figure 4.5-8)

= Device Manager
File Action View Help

&% FE HE

a g2 kestutisk-pc
> i Audio inputs and outputs

. 35 Batteries

- /M Computer

| o

> Disk drives

» W Display adapters

» o DVD/CD-ROM drives

E% Hurnan Interface Devices

g IDE ATA/ATAPI controllers

= Keyboards

ﬂ Mice and other pointing devices
| Monitors

» ¥ Network adapters

4 ||l Other devices

[ STM32 Virtual COM Port | @

> B Portable Devices

7

7

w7

w7

w7

Figure 4.5-8

Select STM32 cable and press Update Driver Software(Figure 4.5-9)
= Device M,
File Action View Help

> =B HE

4 2 kestutisk-pe

4 Audic inputs and outputs
3 Batteries

1M Computer

— Disk drives

L., Display adapters

< DVD/CD-ROM drives

E% Human Interface Devices
=] IDE ATA/ATAPI controllers
== Keyboards

ﬂ Mice and other pointing devices

| oS

v OV wW VY v %

=

v

[»
- M| Moniters
> ¥ Metwork adapters
4 |[l5) Other devices
jn STM32 Virtual COM Dart |
- Wi Portable Devices | Update Driver Software...
» 15 Ports (COM & LPT] Disable
> [;.éa Print queues Uninstall
) n Processors
» Sensors Scan for hardware changes
> (M System devices Properties
» |l Software devices
Figure 4.5-9

When the driver installation is completed, plug the USB cable and go to system properties (device manager).

20



Press Browse my computer (Figure 4.5-10)

Ll Update Driver Software - STM32 Virtual COM Port

How do you want to search for driver software?

= Search automatically for updated driver software
‘Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation
settings.

< Browse my computer for driver software
Locate and install driver seftware manually.

Cancel

Figure 4.5-10

Press Let me pick from a list (Figure 4.5-11)

@ [l Update Driver Software - STM32 Virtual COM Port

Browse for driver software on your computer

Search for driver software in this location:

C:\Users\ kestutisk\Documents v Browse...

Include subfolders

2 Let me pick from a list of device drivers on my computer
This list will show installed driver seftware compatible with the device, and all driver
software in the same category as the device.

Cancel

Figure 4.5-11
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Select type: Ports and press NEXT (Figure 4.5-12)

@ U Update Driver Software - STM32 Virtual COM Port

Select your device's type from the list below.

Common hardware types:

EI]PCMCIA adapters

B Portable Devices

S —
<3 P0OS HID Barcode scanners

<= P0S HID Magnetic Stripe Reader
@Prmt queues

@Prmters

nProces;or;

8 Proximity devices

—a RAM Disk drives

§ 5BP2 IEEE 1304 devices

ELSD host adapters

Cancel
Figure 4.5-12

Select STMicroelectronics and press NEXT (Figure 4.5-13)

@ [l Update Driver Software - STM32 Virtual COM Port

Select the device driver you want to install for this hardware.

Select the manufacturer and model of your hardware device and then click Mext. If you have a
®m  disk that contains the driver you want to install, click Have Disk.

Manufacturer || Model
Socket Communications 4 STMicroelectronics Virtual COM Port
STMicroelectronics. (
Trimble
v
< >
[5;] This driver is digitally signed. Have Disk...

Tell me why driver signing is important

ceneel

Figure 4.5-13

Press YES (Figure 4.5-14)

Update Driver Warning ﬂ

= Installing this device driver is not recommended because Windows
_;_I_S‘ cannot verify that it is compatible with your hardware. If the driver is
not compatible, your hardware will not work correctly and your
computer might become unstable or stop working completely, Do you
want to continue installing this driver?

Figure 4.5-14




Installation completed (Figure 4.5-15)

I Update Driver Software - STMicroelectronics Virtual COM Port (COM3)

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

STMicroelectrenics Virtual COM Port

Figure 4.5-15

Find port with name STMicroelectronics - this is your USB cable port. Remmember COM identification
number (Figure 4.5-16)

— Device
File Action View Help

a5 H=E 8
4 é kestutisk-pc

> W Audio inputs and outputs

[ & Batteries

> (M Computer

> a Disk drives

. B Display adapters

. i} DVD/CD-ROM drives

> &:—‘j Hurnan Interface Devices

> g IDEATA/ATAPI controllers

> E2 Keyboards

H ﬂ Mice and other pointing devices

> '__5 Monitors

s F Network adapters

» B Portable Devices

4 '3 Ports (COM & LPT)
3" High-Speed PCI Serial Port (COM1)
"3 High-Speed PCl Serial Port (COM2)
S STMicroelectronics Virtual COM Part (COM3) €

Figure 4.5-16



10.Labelling Information

Principal controller information is marked on a label.

Label explanation:
1 LED indicator position
1 Controller name
1 Power supply input and consumption characteristics
1 Unique identification number (S/N)

Important: Parameterization may vary depending on connection interface type, device
versi on, administratorés PC operating syst
menus given below may differ from actual due to software updates and upgrades.

Important: It is required to disable PIN request on a SIM card, before inserting it in the

controllerdés SI'M socket
Important: Contr ol |l erds USB connection can be
taken off.

Important: When using an USB cable, ensure the cable is unplugged each time before
the restart of the device and plugged back again if required

Do not connect parameterization cables and start the parameterization until 30 seconds
are elapsed after controller was switched on.

The USB cable connected to the controller firstly must be installed to the computer as
virtual COM port. The installation guide is described in the Annex : USB installation
guide.

>P>pPpBEEP

11.Parameterization Guide

11.1. Initial Information
SCG controller using either CSD or GPRS technology transmits the data of measurement equipment

(meters). There is an internal modem with a SIM card socket.

Connect the controller to the computeros COM or
Connect the antenna before switching the controller on. It is not necessary to insert a SIM card for
parameterization. If there is an ongoing data readout, it must be interrupted before parameterization. If the
controller was just turned on wait about 30 seconds before connecting.

24

us



11.2. Procedure of Local Parameterization
Access to the controller can be protected by a password. Two levels of users are possible: admin login and
user login. Each login has separate menus and control functions. Parameterization can be handled using
HyperTerminal (Figure 6.2-1, Figure 6.2-2) or other software allowing connecting SCG viad e vi ¢J8Bd s
interface. The settings of a COM port for parameterization are independent from the settings for the data
readout and can be set as follows: 115200 bps, parity - none, 8 data bits and flow control - none.
After parameterization user must restart the controller's using the reset function in the menu.

Important! To load or re-l oad controll erds me n u
keyboard) 3 times.

Enter a name for the new connection (Figure 6.2-1)

=10l

Fle Edt vew Cal Transfer Help

Dls| 518 ol =

NI

- [pisconnect ted [utodetect  [Autodetect  [SCROLL  [ZAPS M [Capture  [Print echo

Figure 6.2-1

Select a port SCG is connected to (Figure 6.2-2)

Enter detailz for the phone number that pou want to dial;

Country/reqgiar: IUnited States [1] j

Area code: I

Phone number: I

Cannect using: IEDM‘] j

Figure 6.2-2
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After pressing OK in the COM Properties window (figure 6.2-3).

COM1 Properties ?
Port Settings
Bits per second: | 115200 W
Data bits: |8 W
Parity: | None v
Stop bits: |1 ¥
Fow cortrol: | None W

Restore Defaults

OK Cancel Apply

Figure 6.2-3 Select port settings

The settings are set to Auto detect by default (figure 6.2-4)

Il
File Edit View Call Transfer Help
Dl »|3] :0)E
El
{ } -
Connected 00:00:09 [auto detect . Jauto detect .~ [SCROLL  [CAPS  [uum  [Capture  [Print echo 7

Figure 6.2-4
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To change the values:

Press Disconnect button as shown on figure 6.2-5 (arrow 1);
Press Properties button as shown on figure 6.2-5 (arrow 2);

=lofx|
File Edit VimHall Transfer__Help
(m][=2 gjg')"xﬁl’ﬁl
=l
1 \2
I
Disconnected [utodetect  [autodetect  [SCROLL  [CAPS [wum  [Capture  [Prink echo Y
Figure 6.2-5
Press Configure button as shown on figure 6.2-6 (arrow 3);
Press OK button as shown on figure 6.2-6 (arrow 4);
[ Elgama Sistemos - HyperTerminal e = &

File Edit View Call Transfer Help

D& &2 DB

)
)
H

Elgama Sistemos Properties COMT1 Properties

Comnect To | Settings Port Settings

Bits per second: | 115200

Country/region:  Lithuania (370)

Erter the area code without the long-distance prefix.
Connect using: |COM1 Y]
3 —

[ Corfire... |
| Use country/region code and area code 4
. Restore Defaults
Redial on busy
V ok

o

Disconnected Auto detect  Auto detect SCROLL CAPS | NUM | Capture | Print echo

Figure 6.2-6




Important. Ensure that other settings of the connection are set as shown on figures 6.2-7;

L] Elgama Sistemos - HyperTerminal b = B
File Edit View Call Transfer Help
D= & =0 B
Elgama Sistemos Properties ?
Connect To | Settings
ASCII Setup ? Function, amow, and ctr keys act as
(O] i O Wi

ASCIl Sending ® Teminal keys ) Windows keys

[] Send line ends with line feeds Backspace key sends

["] Echo typed characters locally @ Cd+H () Del () Ctd+H, Space, Cir«H

Line delay: |0 miliseconds.

Emulation:

Character delay: |0 milliseconds Auto detect = T FaT

ASCIl Receiving Telnet terminal 1D: ANSI

[] Append line feeds to incoming line ends Backseroll buffer lines: |500 B

L] Fores incoming data to 7it ASCI [] Play sound when connecting or disconnecting

Wrap lines that exceed temminal width

ASCIl Setup...
G
OK Cancel

Disconnected Auto detect 113200 8-N-1 NUM

Figure 6.2-7

The settings should change to 115200 8-N-1 as shown on figure 6.2-8

' Elgama Sestemos - HyperTemminal = - o
D& & LE &
Daconmstcted Auto debect 115200 2-N-1 U
Figure 6.2-8
Important! Toloadorre-l oad controll erds menu pr

keyboard) 3 times. Figure 6.2-9
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File Edit View Call Transfer Help
D =3 08

[MCL 5 TP P2 v3.19.23.188 (BL v3.7.1.33)1]
SN: 00007001; [Publicl

—>Login

-> 0. Exit

User name:

B - Public:; 1 - User:; 2 - Admin: 3 - SuperfAdmin:
>

Connected 00:13:38 Auto detect 115200 8-N-1 NUM

Figure 6.2-9

Admin menu on figure 6.2-10

File Edit View Call Transfer Help
0 =38 00

[MCL 5 IP P2 v3.19.23.188 (BL v3.7.1.33)1
SH: 00007001; [Adminl
->Main menu
-> 0. Exit
1. Device configuration
2. USB IN configuration
3. HWireless IN configuration
4. RS232 OUT2 configuration
9. RS$485 OUT1 configuration
6. Protocol IEC62056-21 configuration
7. SIM card configuration
8. Reports configuration
9. Providerl configuration
10. Provider? configuration
11. Provider3 configuration
12. Provider4 configuration
13. Provider5 configuration
14. Providert configuration
15. Passive client
16. Diagnostics

Connected 00:16:52 Auto detect 115200 8-N-1 NUM

Figure 6.2-10
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12.Parameterization

The entire SCG menu hierarchy and main device functions are is described below.
12.1. Security
Controller parameterization menus are protected with dedicated passwords to prevent from unauthorised
access and configuration.
12.2. Default Password
There are two user levels: admin and user where admin is superior.
Default admin password i sadnfind Defaultuserpas s wousédroi s fi

Each login has separate menus and control functions. If required, a different default passwords can be set
automatically during the manufacturing process. Alternatively, default passwords can be changed manually
or automatically.

12.3. APN
APN names and settings (GSM Provider/Network ID, DNS etc) for each APN are entered by administrator or
imported via sms and can be accessed via configuration menu. Each separate APN has different numbers
and IP address lists and every other APN can be configured manually.

12.4. Automatic Reboot
Device configuration allows to set an interval in minutes to enable automatic device reboot (restart) when
idle, without having an engineer to interfere.

12.5. SMS
Depending on APN a list of allowed numbers can be set to allow parameterization by SMS or to send
periodic SMS reports with device status, SIM ID, signal strength, IP address.

12.6. SMS Parameterization
SMS parameterization command syntax is as follows below. Important! Command keys must be sent in
lower case only. MAX sms size i 160 symbols.

SMS command syntax: <keyword>:<parameters or commands key=value;><parameters or commands
key=value;> !Important. No signs ( ; =) must be used in parameters. For example:
smscfg:dev_userpassword=PA:SS;=WORD; is not allowed.

E x a mp bnescfg: filev_user_psw=user=asd;smscmd : reboot;smscfg: dev_menu_lang_user=0; 0
Al t er n &mdcfg:edev_menu_lang_user=0; dev_user_psw=user=asd;smscmd: reboot; 0

If successful, the command will request the device to change the default automatic reboot value to 10
minutes and send report to data center.
Depending on the outcome the device will respond to each command in the following way:

Ok;ok;ok;
OR
Error;ok;error;
I f device will not recogni zeNotvalié coommandnand t he respon:
The entire command | ist is displayed iinon hee tAtninregks A
12.7. Firmware update
The firmware can be set to be updated automatically or manually.
12.8. Automatic Firmware Update

If set to automatic, after restart controller will attempt automatic firmware download and update from the IP
(IP of a FTP server) address indicated in the APN setting for a specific APN used.
12.9. Manual Firmware update
Depending on the clientdéds end system configuration,
support manual firmware update via GSM/GPRS or via USB, RS485 by directly connecting the controller
direct connection using a PC.
12.10. Byte w. timeout in X bytes
Timeout value defined in byte transfer time (it depends on baud rate) multiplied by this setting value. Timeout
is set after each received byte in frame. If timeout expires after the last received byte, the frame is adopted.
12.11. Reports
Reports regarding signal strength , IMEI, IP address, events can be sent to multiple IP addresses or phone
number via SMS depending on APN and their settings.
Report interval is a configurable value.
Report exaBpd8m ABMEI : 355233050381548 I P:212.47.10

30






























